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Email Safety
The Subject. Does the email subject look suspicious? Marketers
and spammers construct subject
lines to catch your attention so
you will open the email. Sometimes, the subject line alone is
enough to dismiss the email.
The Sender. Determine who sent
the email before doing anything
with it. Be extra careful if you
don’t recognize the sender.

By William R. Cunningham of
Reggie’s PC Resources

Many of the emails we receive
each day are spam. Some are
dangerous and can cause signiﬁcant harm, such as identity theft,
access to online resources, or loss
of money. Therefore, you must be
diligent in handling emails and
learn to recognize malicious ones.
In this article, I will give you tips
to help identify malicious emails.

The Content. Consider the wording of the email’s content. Many
malicious emails are sent from foreigners who do not write English
well. You might notice misspelled
words, strangely constructed sentences, and common phrases that
are written incorrectly.
Urgency. The email should be
considered suspicious if it presents a sense of urgency and
seriousness. For example, it may
claim you must pay a ﬁne in three
days or the IRS will have you arrested. It would be best not to
allow fear to compel you to fall for
a spammer’s trick.

Never click on links in the
email. A general rule of thumb is
never to click on links in an unsolicited email, even if it looks legitimate. Spammers will construct
emails to look like they came from
your bank, UPS, or another service you may use. You may even
get emails that look like they come
from a company you do not have a
relationship with.

Spammers know that a small
percentage of people will fall for
the trick and click on the link to
begin a process to steal money or
get information (e.g., login
credentials). It can be very
compelling to click a link and
follow the prompts. Instead, go
to the resource in question
manually to investigate any
claims in the email.

Go to www.rpcr.com/email-safety for more information.

