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                 Are You Safe in Cyber Space?

This article highlights the essential 
topics necessary to help protect 
your computer systems and data 
against cyber threats and disas-
ters. Cyber threats include but are 
not limited to malware, hackers, 
ransomware, infected websites, 
crypto lockers, phishing, and 
more. It would be best if you did 
all you could to protect your fi les 
and systems.

Good Backups are a signifi cant 
step to protect against data loss. 
The original fi les are copied to 
two different media, and one copy 

should be offsite (3-2-1 rule). It is 
also critical that your backups are 
accessible when you need them.

Business Continuity & Disas-
ter Recovery (BCDR) Plan – The 
BCDR plan dictates how a busi-
ness will operate during a disaster 
and return to normal operations af-
ter the disaster (e.g., power outage).
 
System Maintenance is an es-
sential part of cyber protection. It 
includes ensuring the operating 
system, applications, and even 
device drivers remain up to date.

Cyber/Internet Security is criti-
cal to being safe online. It includes 
malware protection, cyber security 
education, policies (e.g., password 
policies), and much more. Cyber 
security typically is implemented 
with software installed on your 
system or in an appliance.

Phishing is the practice of fool-
ing someone to provide personal 
information, which would be used 
to gain access to their system(s). It 
may come as an email or a phone 
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call. The important thing is to 
recognize it and avoid giving 
personal information to people you 
do not know.

Passwords – I think one of the 
most neglected aspects of cyber 
security is password policies. We 
should use strong passwords, and 
they should periodically change. 

Some argue they have too many 
to remember, and creating strong 
ones would make it impossible 
to remember them all. I under-
stand that, but there is a 
solution—the password manager 
(e.g., Roboform, LastPass). You 
only need to remember one strong 
password instead of the many you 
already have.

Go to www.rpcr.com/cyber-protection for the full article. Contact 
me at 215-362-0967 to get started making your system safer.


