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             Internet of Things in Your Home

Do you know how many devices 
in your home are connected and 
communicating over the internet? 
Most people don’t think about the 
devices in their homes transmit-
ting and receiving data to and 
from services on the internet and 
the associated risks. It is increas-
ingly necessary to be aware of 
those devices and dangers and to 
protect yourself from unauthorized 
access and communications.

Have you heard the term Internet 
of Things (IoT)? It describes the 
devices in your home with 

sensors, embedded software, and 
processing powers connecting 
to the internet to transmit and 
receive your data. That data may 
or may not be used for malicious 
purposes. However, you should be 
aware it is happening.

For example, consider smart 
refrigerators and other smart 
devices connected to the internet 
in your home. It provides helpful 
features along with risks. Someone 
breaking into your home network 
may gain access to any number of 
IoT devices in your home. Those 
same devices can transmit data 
about you and your family to 
services on the internet without 
your knowledge.

Many IoT devices pose signifi cant 
risks to you and your family. One 
that you should be especially 
aware of is the home security sys-
tem. Someone gaining access to 
that can perform several malicious 
acts. Other devices are the smart 
TV, smart speakers (e.g., Alexa), 
security cameras, smartphones, 
and tablets. All those devices 
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establish a way in and out of your 
home network, devices, data, and, 
therefore, you and your family.

What can you do? First, be aware 
that devices in your home are con-
nected to the internet and trans-
mitting and receiving data. Those 
devices have signifi cant risks.

Second, protect your home net-
work. That includes protecting 
your router and wireless network 
with strong passwords, respec-

tively. Always change the default 
passwords for devices you install 
in your home. Use a password 
manager.

Third, control access to the IoT 
devices in your home, especially 
your computer systems. IoT 
devices typically involve apps for 
your mobile devices, which should 
also be protected.

To read the full article, go to www.
rpcr.com/iot-in-your-home


